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UNIT V 

 

 Computer crime, ethics and social issues 

 Case studies about different live related problem. 

 

 

MORALS, ETHICS, AND THE LAW 

 

Morals 

Morals are traditions of belief about right and wrong conduct. Morals are a social 

institution with a history and a list of rules. 

 

Ethics 

It is the branch of philosophy that deals with the determination of what is right or wrong. 

Suite of guiding beliefs, standards, or ideals that promotes an individual or community. 

 

Laws 

Laws are formal rules of conduct that a sovereign authority imposes on its citizens. 

 

Laws Lag Behind 

 

First computer crime 

 In 1966, a programmer used computer code to keep his checking account from 

being flagged as overdrawn.   

 When the bank discovered the crime the programmer could not be charged with a 

computer crime because no computer crime law existed.   

 He was charged with making false bank records. 

 

U.S. Computer Legislation 

 

1. Freedom of Information Act of 1966 

a. Gave citizens and organizations the right to access data held by the federal 

government 

2. Fair Credit Reporting Act of 1970 

a. Dealt with handling of credit data 

3. Right to Federal Privacy Act of 1978 

a. Limited government’s ability to search bank records 

4. Small Business Computer Security and Education Act (1984)  

a. Advises Congress on matters relating to computer crime against small 

businesses 

5. Counterfeit Access Device and Computer Fraud and Abuse Act 

a. Makes it a crime to gain unauthorized information pertaining to national 

security or foreign relations and provides other protection 

6. In 1986, Electronic Communications Privacy Act was rewritten to cover digital, 

data, and video communications 
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a. Included special section on email 

7. Computer Matching and Privacy Act of 1988  

a. Restricts government’s right to match computer files for the purpose of 

determining eligibility for government programs or identifying debtors 

 

NEED FOR AN ETHICS CULTURE 

 

If the firm is to be ethical, then top- level management must be ethical in everything that 

it does and says.  

 

How the ethical culture is imposed 

 

The executive’s impost the ethics in three-tired fashion 

1. Corporate credo 

a. Succinct statement of values a firm seeks to uphold 

2. Ethics programs 

a. System of multiple activities designed to provide employees with direction 

in carrying out corporate credo 

3. Tailored corporate codes 

a. Codes of ethics for a particular organization or industry 

 

 

 
 

Fig.5.1 Ethics Culture 
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Example of a Corporate Credo 

 

 
Fig.5.2 An example of a corporate credo 

 

ETHICS FOR COMPUTER USER 

 

Software piracy: involves making illegal copies of copyrighted software. 

 

1. Public domain: some programs are offered free to any one. This software is said 

to be in the public domain. 

 

2. Shareware: it has been copyrighted, and the creator offers it to any one to copy 

and try out. 

 

3. Copyrighted: legally protected against copying or being used without paying for it  
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Unauthorized access 

 

 A computer hobbyist is someone who enjoys pushing his or her computer skills to 

the limit.  

 Sometimes that means trying to get past the security precaution that prevents 

unauthorized access to computer systems. 

 The term hacker was originally coined to refer to computer users who 

experienced with computer programs to test their limits. Hacker attempts to gain 

unauthorized access to computer systems. 

 The term cracker has been proposed to refer to this computer criminal, with 

hacker applied to the ethical computer user. 

 

ETHICS FOR COMOUTER PROFESSONAL 

 

Computer professional include: 

 

 Programmers 

 Systems analysts 

 Computer designers 

 Database administrator 

 

Computer professionals have so many opportunities to misuse computer system that 

ultimately the only protection for the computer professional is to act ethically. The person 

who built your system knows its weakness. Computer professional organizations have 

developed codes of ethics for the professional. 

 

The quality professional should have: 

 A high standard of skills and knowledge. 

 A confidential relationship with people served. 

 Public reliance upon the standards of conduct established practice. 

 The observance of an ethical code. 

 

Professional standards 

 

The codes establish several standards: 

Competency: requires a professional to keep up with latest development in the industry. 

Because the computer industry encompasses so many areas and advancements are 

occurring constantly, no individual can be competent in all the areas. Therefore, the code 

requires professional to keep up with their areas of specialization to the best of their 

abilities and to seek help from other experts while encountering something unfamiliar. 

Professional responsibility: involves doing the best possible job even though the user 

may not immediately recognize the difference between the best job and a worst job. 

It also means informing the purchasing company if a program could have an advance 

effect on the public. 

Third responsibility is honouring the privacy of the company while leaving a job.  
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Programmer liability 

 

All experienced programmers know that all programs of any size have bugs. Programmer 

liability arises out of the need to determine whether the bugs were inevitable or the result 

of negligence on the part of the programmer. 

 

ETHICS FOR BUSINESS 

 

1. A business or organization must protect its data from:  

a. Loss or damage 

b. Misuse or error 

c. Unauthorized access 

2. To protect data from loss, an organization must have proper backup procedures. 

3. Type of misuse 

a. One type of misuse is not using the appropriate software or not using 

software properly. 

b. The second type of misuse of data occurs when an employee or company 

fails to keep data confidential. 

 

 

ETHICS AND INFORMATION SERVICES 

 

What is computer ethics? 

 

Computer ethics is the analysis of the nature and social impact of computer technology, 

as well as the corresponding formulation and justification of policies, for the ethical use 

of such technology. 

 

Reasons for the importance of ethics 

 

 Logical malleability 

o Ability to program computer to do anything you want it to do 

 The transformation factor 

o Computers can change the way things are done 

 The invisibility factor 

o Invisible programming 

o Invisible complex calculations 

o Invisible abuse 
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SOCIAL RIGHTS AND THE COMPUTER 
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CODES OF ETHICS 
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ETHICS AND INFORMATION SPECIALISTS 
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Fig.5.3 A conflict of ethics scenario 

 

Table 5.1 How the workshop participants Responded to the scenario 

 

 
 

ETHICS AND THE CIO 

 

Perceptions of the CIO’s Ethics 

o Do not take advantage of opportunities to act unethically 

o Ethics breeds success 

o Firms and managers have social responsibilities 

o Managers back up their ethics beliefs with action 
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Table 5.2 CIOs usually do not act unethically, even though the opportunity exist 

 

 
Table 5.3 ethics and success 

 

 
Table 5.4 corporate social responsibility 

 
 



MYcsvtu Notes 

www.mycsvtunotes.in 

 
Fig.5.4 the CIO is influenced by a hierarchy of factors 

 

Achieving an Ethical Computer Operation 

 

1. Formulate a code of conduct. 

2. Establish rules of procedure relating to such issues as personal use of computer 

services and proprietary rights to computer programs and data. 

3. Make clear the sanctions that will be taken against offenders-such as reprimands, 

termination, and civil action. 

4. Recognize ethical behavior. 

Focus attention on ethics by means of such programs as training sessions and required 

reading. 

6. Promote computer crime laws by keeping employees informed. 

7. Keep a formal record that establishes accountability of each information specialist for 

her or his actions, and also minimizes the temptations for violations by means of such 

programs as ethics audits.  

8. Encourage the use of rehabilitation programs that treat ethics violators in the same way 

that corporations show concern for the recovery of alcoholics or drug offenders. 

9. Encourage participation in professional societies. 

10. Set an example. 
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An Information Services Code of Conduct 

 

 Conduct all activities in a manner that precludes any form of dishonesty 

 Avoid any act that compromises integrity 

 Avoid any act that might create a dangerous situation 

 Not use alcohol or drugs while at work 

 Maintain courteous and professional relations with users, associates, and 

supervisors 

 Adhere to the no-solicitation rule and any other employment policy 

 Protect confidentiality of sensitive information about the organization’s 

competitive position, trade secrets, or assets 

 Exercise sound business practice in the management of such company 

resources such as personnel, computer use, outside services, travel, and 

entertainment 

 

CONTROLLING PREWRITTEN SOFTWARE 
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PLAGIARISM 

 

 

 
 

THE COMMANDMENTS OF COMPUTING 

 

The computer Ethics in Washington, D.C., has attempted to codify these principles into a 

set of ‘commandments’ for computer users and computer professionals. The institute has 

formulated the following guidelines: 
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A PERSONAL ETHICS GUIDE 

 

 
Fig.5.4 questions that determine the ethics of an action 


